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Mand Consulting Group Inc. (MCG) is a cybersecurity services firm based

out of Toronto, Ontario. We specialize in providing high quality, offensive

security services for numerous small, medium and large enterprises.

Transparent pricing, passionate consultants, and agile integration makes us

the last security partner you will ever need.

WHY MAND
CONSUTING GROUP?

CORPORATE SOCIAL RESPONSIBILITY (CSR)

250+ Penetration testing projects

executed

30+
Unique, highly sought-after

cybersecurity and cloud

certifications. 

15+
Subject matter experts with

niche expertise across offensive

security.

STARTUP EMPOWERMENT

We support a number of Canada based incubators (and

accelerators) by offering a complimentary cybersecurity

assessment to early stage companies.

BRIDGING THE UNEMPLOYMENT GAP

Hackers for Change is a registered Canadian cyber

security charity founded by the CEO of MCG. It is focused

on performing free security assessments for charities and

rendering that experience for volunteers.
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According to Greek mythology, when Achilles was a baby it was foretold he

would die young. His mother, Thetis, took Achilles to the River Sytx which

offered invulnerability in exchange for a fatal weak point (he chose his heel).

During the Trojan war, Achilles met his untimely death by getting shot with an

arrow in his weak point - effectively killing him.

Although times have changed considerably and your organization is not in a war

fought with swords, the cyber war that is ensuing is far from over. Threat actors

are continuously evolving and becoming more sophisticated in an attempt to

find your organization's Achille's heel and compromise your organization's data.

Why? simple. Data is king in this day and age, and your information (whether its

sensitive intellectual property, or customer data) is extremely valuable. This is

where we come in, we can find your organization's Achilles' heel and inform you

the best way to protect it.

FIND YOUR ACHILLES
HEEL...

Mand Consulting Group works alongside your team to

ensure that your organization receives the most

appropriate assessment for your situation. You can explore

any of our services in greater depth with one of our

experts who can recommend which ones would be most

suitable for your organization's circumstances, business

objectives and obligations (if any). 

MCG PENETRATION
TESTING SERVICES
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A network penetration test is an objective-based security assessment of

your internet facing services, or your organization's internal network

security posture.

NETWORK
PENETRATION TEST

WHAT IS IT?

Identifying and exploiting vulnerabilities in internet-facing services and

using it as a foothold to gain access to the internal network and attempt

to access Personally Identifiable Information (PII) of customers or staff

From a network connection in the office, identifying an exploiting

vulnerabilities or misconfigurations to compromise internal systems that

the organization deems critical (i.e. finance or HR system)

A TYPICAL EXAMPLE OF AN OBJECTIVE:

What is the work product?
A report encompassing the results, broken down as:

Executive Summary detailing the vulnerabilities encountered and the

overall risk they pose to your organization

Detailed Findings

Risk ratings using CVSS

Reproduction steps (including vulnerable endpoints)

The impact the vulnerability would have on your network

The likelihood of the vulnerability being exploited

Customized remediation advice on how to address the issue

Appendices with any vulnerability output noted during the engagement
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Blackbox Assessment - Situating ourselves as an unauthenticated user

and attempting to compromise the application.

Greybox Assessment - Situating ourselves as an authenticated user and

attempting to escalate privileges and validate access controls.

Whitebox Assessment - Situating ourselves as an authenticated user

with access to the code base and application documentation.

A web application penetration test is the practice of simulating attacks

against your web app, either from an external or internal perspective. We

execute penetration tests in accordance with Open Source Web Security

Project (OWASP) Top 10 and CREST OVS. There are three types of testing

that can be done - each providing varying levels of information to the

tester. 

WEB APPLICATION
PENETRATION TEST

WHAT IS IT?

What is the work product?

Executive Summary 

Summary of findings

Detailed Findings with risk score,

reproduction steps, impact to your

organization, likelihood of it being

exploited and a tailored fix on how

to fix the vulnerability

WHAT TESTING IS PERFORMED?

Input Validation

Session Management

Encryption (in transit/rest)

Information leakage

Access control

Logic issues

Third party components

Administration functionality
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Mobile application penetration testing examines and identifies security

vulnerabilities in mobile applications built for smart phones or tablets. The

assessment encompasses the complete mobile application and any server-

side APIs the application uses. 

MOBILE APPLICATION
PENETRATION TEST

WHAT IS IT?

What is the work product?

Executive Summary detailing the

vulnerabilities encountered and the

overall risk they pose to your

organization

Detailed Findings

Risk ratings using CVSS

Reproduction steps (including

vulnerable endpoints)

The impact the vulnerability would

have on your network

The likelihood of the vulnerability

being exploited

Customized remediation advice on

how to address the issue

Appendices with any vulnerability

output noted during the

engagement

WHAT TESTING IS PERFORMED?

Local Data Storage  

Communication with Trusted

Endpoints  

Authentication and Authorization  

Interaction with the Mobile

Platform  

Code Quality and Exploit

Mitigation  

Anti-Tampering and Anti-

Reversing  

Data Validation (i.e., injection

vulnerabilities)  

When assessing mobile apps, testing is

done in accordance with the OWASP

Mobile Security Testing Guide (MSTG).

The key areas that are focused on

during the mobile application

penetration testing include:  
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Our Red Team Operations service is specifically designed to emulate the

actions of Advanced Persistent Threats (APTs) and ransomware operators

who may be targeting your organization. 

RED TEAMING

OVERVIEW

The members of our Red Team have been carefully selected after

undergoing extensive industry-recognized training to ensure the Tactics,

Techniques and Procedures (TTPs) si9mulate a real-life attack against your

organization).

Our team has skills in each of the following disciples; reconnaissance via

OSINT and threat intelligence, delivery of payloads using modern day

evasion techniques, exploitation of vulnerabilities and misconfigurations,

execution of code to evade Endpoint Detection and Response (EDR)

products, etc. 

The Red Team Operations methodology ensures that we log every action

our Red Team takes to build a timeline of events. All TTPs are mapped to

MITRE's ATT&CK Matrix. Upon completion, a report containing the attack

paths will be presented to your team.
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A workstation security configuration review will evaluate your

organization's End User Device (i.e. an employees laptop) against security

best practices developed inhouse. The review is carried out from an

authenticated point of view, and looks for ways to perform privilege

escalation or abuse other misconfigurations to perform actions which may

compromise organizational data. 

WORKSTATION
CONFIGURATION
REVIEW

What is it?

Software installation and configuration

Patches and patch management policies

Service configurations and permissions

System configuration best practices

Configuration weaknesses

The following areas will be assessed for any weaknesses which can be

exploited by a malicious user. The following list is a small excerpt of areas

that will be identified:

What is reviewed?

What is the work product?
A technical reporting including an executive Summary detailing the

vulnerabilities encountered and the overall risk they pose to your

organization

Detailed Findings

Reproduction steps (including vulnerable endpoints)

The impact the vulnerability would have on your network

The likelihood of the vulnerability being exploited

Customized remediation advice on how to address the issue
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A Server Build Review is a review of a server’s build and configuration. This

includes the operating system and installed software (i.e. webservers). The

review is carried out from an authenticated perspective and highlights

configuration weaknesses that could be exploited to elevate privileges to

attack other machines on the network.

SERVER
CONFIGURATION
REVIEW

What is it?

Software installation and configuration

Patches and patch management policies

Service configurations and permissions

System configuration best practices

Configuration weaknesses

System Logs and Auditing

Privileged system configuration access control

The following areas will be assessed for any weaknesses which can be

exploited by a malicious user. The following list is a small excerpt of areas

that will be identified:

What is reviewed?

What is the work product?
A technical reporting including an executive Summary detailing the

vulnerabilities encountered and the overall risk they pose to your

organization

Detailed Findings

Reproduction steps (including vulnerable endpoints)

The impact the vulnerability would have on your network

The likelihood of the vulnerability being exploited

Customized remediation advice on how to address the issue
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Accept user input 

Process user input 

Access databases or data stores 

Interact with third party services 

The Source Code Review methodology is designed to identify areas of an

application that could be exploited by a user of the application to cause

detriment to the confidentiality, availability and integrity of the application

and the data it processes.

To ensure efficiency and value in this service, we will work with application

developers to identify areas of the code base that: 

These areas are considered untrusted and are the focus of the source code

review. 

SOURCE CODE
REVIEW

WHAT IS IT?

AREAS OF REVIEW

Bounds checking

Memory allocation

Insecure library functions

Documentation

Buffer overflow

SQL Injection

Cross Site Scripting

Etc.

Best practices:

Input Validation:

Session identifier/creation

Session termination

Cryptographically insecure

algorithms

Session Management

Cryptographic assessment:

Plus many others such as

authentication, logging and error

handling.
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Additional pentesting
services

Active Directory Assessment

In an active directory assessment one of

our consultants will be situated upon your

local network with a standard employee

(or other personnel) active directory

account. From here, they will simulate the

actions of an attacker and move laterally

across your network to obtain Domain

Admin (DA). Our operators achieve DA in

95% of engagements. 

API Assessment

The Application Programming Interface

(API) assessment methodology is a

comprehensive assessment of an

application’s API following the Open Web

Application Security Project (OWASP)

testing methodology. The assessment can

be carried out from black, grey, or white

perspectives. All XML and RESTful API

types can be tested.

Kiosk Breakout Testing

Breakout testing is the process of

evaluating locked down environments and

attempting to use both known, and

unknown, techniques to circumvent

security controls that prevent users from

accessing areas or applications

unnecessary to their role or duty. 

IoT Penetration Testing

Our consultants use a handcrafted

methodology to perform a comprehensive

security assessment across the device's IoT

architecture, this includes: sensors/devices,

connectivity, data processing and user

interface

Cloud Security

This assessment includes interviewing key

internal stakeholders and then analyzing

the relevant cloud infrastructure. The

review involves finding configuration issues

across AWS, Azure, and GCP Cloud

services.

Container Security

Container Security is a continuous process

of safeguarding containerized applications

from prospective threats. We perform

container host review, application review,

breakouts, runtime configuration review

among others.. 
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